GETTING STARTED WITH HTTP
DEBUGGER

Start / Stop Capture Process

HTTP Debugger starts the capturing process right after the launching. It intercepts the HTTP traffic
from all programs and all TCP/IP ports. You can temporary stop the intercepting process by clicking on
the Pause Capture button on the toolbar.

To continue the capturing process, simply click the Start Capture button on the Toolbar or restart the
program. HTTP Debuggervides complete information about every intercepted HTTP request and
response.

Flat and Tree List Modes

HTTP Debugger has two presentation forms for the main grid; flat view mode and tree view mode.
You can switch between these modes by selecting the View tab on the toolbar and then clicking on
the List Mode button on the toolbar.

Flat view mode

Offsst Duration|  Size Application | Full URL Domein Method | Type Status

F
¥ 1 0.000 0.297 1648 firefox.exe hitp:/fyahoo.com/ yahoo.com GET tet/html; c.. 301 Moved ...
F 0453 0936 141971 firefox.exe hitp:/fwanaryahoo,.com/ wanw. yahoo.com  GET text/htmk; c... 200 0K

v 3 1.716 1888 122462 firefox.exe http:/Lyimg.comya/i/us/mntl/.. Lyimg.com GET image/peg 200 OK
4 15810 0125 1793 firefox.exe http:/fus.il yimg.com/us.yimg... usilyimgcom  GET image/gif 200 O,
Tree view mode
Offset Duration Sze Application | Full URL Domain Method Type Status
0000 0312 1648 firefox.exe http:/fyahoo.com/ yahoo.com GET text/htmlk; c.. 301 Moved .
0.458 0505 142483 firefox.exe (= http:/faww.yahoo.com/’ www.yahoo.com GET text/html; ... 200 OK
1607 0.234 6167 firefox.coe Ij hitp://Lyimg.com/a/ifm... Lyimg.com GET image/jpeg 200 0K
18.096 0850 64287 firefoxeoe =| htto://saarchovallll "o.co...  searchoyahooco.,. GET text/hitenl: ¢, 200 QK
16517 0536 2358 firefou.exe http:/fus.ard yaheo.com... us.ard yahoo.com GET texthtenl: €. 302 Fouwnd
Bookmarks

You can bookmark items in the program’s main list to quickly navigate to them in the feature.
Optionally you may add comments to your bookmarks. To add a bookmark, select an item in the list,
and then click on Home tab, and then click on the Toggle Bookmark on the toolbar or press Ctrl+F2.
To navigate through bookmarks, click on Next Bookmark on toolbar or press F2.
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Panes

All the data is separated and presented in eleven HTTP Debugger panes. You can change the order
and position of the panes according to your preferences. Simply drag the pane header to a required
place.

Request Header RO X i Response Content O x|
[ [Request] GET / HTTR/L1 -] <!DOCTYPE HTML PUBLIC "-//W3C//DTD E a
Host www yahoo,.com | <f:::rr.; lang="en-US">
User-Agent  Mozilla/S.0 (Windows: U Windows NT =|f  <2=29> . )
Aoboue 15l <meta http-equiv="Content-Type" cont
Accept text/html zpplication/shtml+xml, appli | <script type="text/javascript"s
Accept-Langui en-gb,en;g=0.3 var now=new Date,tl=t2=t3I=td=t5=t6=t
Accept-Encodi gzip,deflate </script>
Accept-Charse [50-8850-1,utf-8:q=0.7,%q=0.7 <script type="text/javascriptiiwvar =2 _
Keep-Alrve 200 il L} L
=1 Request He... 2 Request Co..,  5j Request Pre... =1 Response H.., 8l Response C... | L] Response Pr...

HTTP Debugger automatically processes and shows all HTTP header parameters in an easy-to-
understand tabular format. The built-in editor automatically highlights the syntax of the common file
types: HTML, XML, JavaScript, etc. The binary data is shown in the Hex View mode.

Views

The HTTP Debugger screen is divided into four different views. You can switch between the views by
clicking on the corresponding tab at the bottom.

kp firefox.exe GET www.bbccowk  httpy/Swww bbe.coukfworldser.. image/jpe
kp firefox.exe GET www.bbc.conk  http/Swww bbo.couk/worldser... image/jpe
i ko firefoux.exe GET www bbc.couk  htto/fwww bbo.co.uk/warldser... i
] 1 P

=] Main| |=] Request Stream |=] Response Stream gl Diagrams

The Main view shows the summary of the captured HTTP request and response data. To see the
details of an item select this item from the list.

The Request Stream shows all the details of the selected HTTP request. If a request contains binary
data, images, flash, etc., then it will be presented in the HEX view mode.

The Response Stream shows all the details of the selected HTTP response. If a response contains
binary data, images, flash, etc., then it will be presented in the HEX view mode.

The Diagrams view shows the captured HTTP traffic in the presentable form of charts and diagrams.
While switching to the Diagrams view the Charts tab is added to the toolbar allowing the chart’s style
and data to be managed.
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Sessions

You can save your current sessions to a file and return to your work in a few days. After restoring your
session you will have the same data set as at the time you saved it. You may save as many sessions as
you want.

Logs

You can save the captured traffic to the disk to analyze them latter or to have a copy of the
intercepted data.

# Clear Log » ¥ Enable g
2% Fxport To Excel

= Apply Mow
(7 save 7| set set
summary ~ Filters Rules
Save to single Log Fle  » Save Selected tem
Save to Separate Files » Save All Headers
Save All
n Offset  Duration Size | rowone

You may save the HTTP traffic summary into a comma separated (*.CSV) file, or save data into a log file,
or save request header, request content, response header and response content, into four separate
files. The content file extensions (,jpeg, .html, etc) are determined from the Content-Type parameter
retrieved from the HTTP header.

Exporting to Microsoft Excel

The summary of captured HTTTP traffic can be exported directly to the Microsoft Excel, if it is installed
on your computer, by clicking the Export to Excel button on the toolbar; alternatively you can press
Ctrl+E.
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Clearing Logs

To clear all data, click the Clear Log button on the toolbar; alternatively you can press Ctrl+L.

Filtering Data

You can set filters to reduce the amount of information shown in the HTTP Debugger main screen. For
example, you can set a filter to show the HTTP traffic from a particular web site only, or to monitor only
the selected program, hide all images and much more.

You can create a filter for any parameter of the HTTP header. The most important parameter names
have already been added to HTTP Debugger, but if you cannot see the necessary parameter name in
the list, simply type it in to the corresponding box. The parameter name must not contain spaces,
commas, or other punctuation marks and must end with a colon.

Highlighting Data

Highlighting is one of the most and unique and powerful features of HTTP Debugger. With
Highlighting you can mark your web pages that perform slowly or are too big, pages that return
unexpected error codes or content types, mark your browser redirects etc.

Dirag & Colurmn Header here to display data grouped by that caluma

Method Domain Full UEL Type Status Request ... Reque_.  Respons.. | Respons.. Respons.. Speed (kb

POST urs.microsoftoo... hitpsyfure microsoft.comfurs._. tet s ch... 200 CK Il9 693 w3 507 SO7 E.16.
GET NWLCRITLCRm http:/fwwwcnn.comitoalssea.. tethiml; ¢— 302 Fomnd 324 ] 306 236G 240 LT
GET wwnwe.goagle-an... hitpyfwew.google-anabticsc... image/gif 200 QK 871 a a3 33 33 8.36
GET, . ey smaadna .. i irmaneg smarknenee nore. . deddhbenl . A0 Mot B w2, n G U5 5. 105

Highlighting is applied to a particular cell in the row. That means that several cells in one row can be
highlighted in different colors according to your rules.

Search

After working for a while, the program window may contain hundreds of items making it hard to find
a particular HTTP request or response. In this case, you can use the built-in search features to quickly
locate what you want.

p~ [ o4 @ Find MNext
L2

L3
Find in Advanced
List Search

Search
There are three options available to you:

e The Simple Search only searches text that exists in the program’s main list.
e The Advanced Search will be performed both in textual and binary HTTP header and content
data.
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e The Quick Find filters the data in the program’s main list. It does not remove items from HTTP

Debugger permanently; after clearing the Quick Find box you will see all the items in the list
as before the search was performed.

Minimizing to the System Tray

By default, HTTP Debugger is minimized to the System Tray. If you want to minimize the HTTP
Debugger to the task bar, then unmark Minimize to Tray item in the context menu.

Ep-m HTTP D:Iluggﬂ
Mimimize to Tray

About..
Exit

Ul Themes

HTTP Debugger is supplied with three different user interface themes: blue, silver and black.

To change the HTTP Debugger theme, click the View tab in the Toolbar and then click the Theme

button. Switching the themes has no effect on functionality and performance, and can therefore be
done at any time.
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